Staying Private Online

Staying private online in a world where Big Tech and the
government want a digital window into your private life



How do they get your data?

* Online ads
« Email and other “free” services
* Social media

 Mobile apps

 Everyday calls and texts
* Internet service provider




How do they get your data?

* Trackers: cookies, pixels, IP address logging, browser
fingerprinting

« Example: Just one provider, Acxiom, keeps 3k+ data points per person, on over
500 million people

 Apps and services
« Reading messages and documents, facial recognition on photos, etc.

» Actions, including voice commands, and preferences while using the service and
after logged out

» Data YOU provide in a profile
- Government programs
* PRISM

* US government collects data from partner companies
« 2008 FISA amendment, section 702

* Bulk collection of internet communications by US government




Want to be even more paranoid?

* Online shopping

* Credit cards

* Loyalty cards

* Video surveillance with facial recognition
* Traffic/stop light cameras

* (This list pretty much never ends)
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Mobile phones

- Easy option
* Go low-tech, with an old style flip phone (no smart phone)

* This option is suitable for most people and won’t require learning any
new apps or phone layouts

- De-Googled Androids

* Preferred method for those who still want a smart phone but also
want privacy

» Building your own requires technical skills, time, and research

 Or, some retailers do this:

» https://brax.me/prod/host.php?f=_store&h=rob&p=&version=
 https://esolutions.shop/
* https://www.freedomphone.com/



https://brax.me/prod/host.php?f=_store&h=rob&p=&version
https://esolutions.shop/
https://www.freedomphone.com/

Apps and software

* App stores
* Using Google and Apple app stores subjects you to their tracking
* F-Droid store .

 Download from https://f-droid.org/ - F-Drﬂid

» All apps are open source

« Community members can see the code
» Aurora store
 Download using F-Droid store

» Access to Google Play Store apps without using Google

» Trackers in each app are listed

* Note: Some apps from here might not work optimally when the phone is de-
Googled



https://f-droid.org/

App highlights

* DuckDuckGo privacy browser

* Privacy-friendly web search and web browsing
» Clear tracking cookies on exit

* ProtonMail*, TutaNota email apps E F

« Both ProtonMail and TutaNota can send encrypted emails when the
recipient also uses that service

- Signal* [
* If both people use Signal, text messages, calls, and even video calls are
encrypted end-to-end

* ProtonVPN

» Good for getting your feet wet; VPN service by ProtonMail. One of the few
free ones that won’t log the sites you visit. Paid plan = better speed.

The * indicates apps not found on F-Droid, use Aurora Store




A few specific apps to get started

* F-Droid apps
» DuckDuckGo - Web browser/search
» Tutanota - Email
» K-9 Mail, FairEmail - Email from other services

AntennaPod - Podcasts

Feeder - RSS news reader

LibreraReader - PDF reader

NewPipe - De-Googled Youtube app
Bible Study App by AND Bible Open Source Project - Offline Bible, Bible study app
Vigilante - Detects usage of phone’s mic or camera

Etar Calendar - Open source calendar app
« OSM And - Maps and navigation, (need to know cross streets or be able to find and tap destination on map)
* OpenVPN - VPN client that is compatible with a variety of VPNs, check yours to find out
* ProtonVPN - VPN app for ProtonMail’s VPN service
* Privacy-friendly apps on Aurora store
* ProtonMail - Email
 Signal - Text messages/SMS
* Mega - Cloud storage with zero-knowledge encryption



Notes on going further

* VPN
« Criteria: No logs, zero knowledge, trustworthy, avoid being blocked by anti-VPN detectors on many sites
* Recommendations: https://www.vpntierlist.com/vpn-tier-list-2-0/
* Password managers
* Never reuse passwords. Never use easy-to-guess passwords. Use a password manager to keep track of them all:
* https://keepass.info/download.html
* https://lastpass.com
* https://1password.com/
* Burner mobile phones
» Prepaid phone bought in cash with cheap monthly plan, using gift cards to refill
* Burner credit cards
« Standard brand-name gift cards often work for online purchases
* Facial recognition
* The normalization of face masks may be to your advantage when wishing to be in public while legally exercising your right to privacy
* Be careful who you email
* Using a non-spy email service like ProtonMail is of no use if you use it to send sensitive data to spying email services, such as Gmail and Microsoft
* Consider using Linux for your computer

* Ubuntu and Linux Mint are probably the most beginner-friendly, but you should have computer familiarity or regular support from someone who does
before committing to this route.

* Free/open source software when possible

* There is a lot of free/open source software available to replace common computer apps: Thunderbird for email/calendar, LibreOffice instead of Microsoft
Office, VLC player for media, GIMP for photo editing, etc.

* Always back up your files
* Back up your files AT HOME using an external hard drive, or use an encrypted cloud storage provider with zero-knowledge of your uploaded data



https://www.vpntierlist.com/vpn-tier-list-2-0/
https://keepass.info/download.html
https://lastpass.com/
https://1password.com/
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